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RELIEF SOUGHT 


The United States respectfully requests that the Court deny the Defense Motion for 
Reconsideration and for Mistrial: Specifications 4, 6, 8, 12, 1 6 of Charge II (1 8. U.S .C. § 641 
Offenses) (hereinafter "Defense Reconsideration Motion"). 


"On request of any party or sua spotite, the military judge may, prior to authentication of 
the record of trial, reconsider any ruling, other than one amounting to a finding of not guilty, 
made by the military judge." Rule for Courts-Martial (hereinafter "RCM") 905(f). RCM 905(f) 
"permits the military judge to reconsider any ruling that affects the legal sufficiency of any 
finding of guilt or the sentence." RCM 905(f), discussion (citing RCM 917(d)), 

"The military judge may, as a matter of discretion, declare a mistrial when such action is 
manifestly necessary in the interest of justice because of circumstances arising during the 
proceedings which cast substantial doubt upon the fairness of the proceedings," RCM 915(a). 


The accused is charged with giving intelligence to the enemy, in violation of Article 104, 
Uniform Code of Military Justice (hereinafter tf UCMJ"). The accused is also charged with 
causing intelligence to be "wrongfully and wantonly" published in violation of Article 134, 
UCMJ, eight specifications alleging misconduct in violation of 18 U.S.C. § 793(e), five 
specifications alleging misconduct in violation of 18 U.S.C. § 641 (hereinafter "§ 641"), two 
specifications alleging misconduct in violation of 18 U.S.C. § 1030(a)(1), five specifications 
alleging misconduct in violation of Article 92 of the UCMJ, See Charge Sheet. 

The accused pleaded guilty by substitutions and exceptions to Specifications 2, 3, 5, 7, 9, 
10, 13, 14 and 15 of Charge II. See Appellate Exhibit (hereinafter "AE") CDXL1V. The 
accused did not plead guilty, inter alia, to Specifications 4, 6, 8, 12, and 16 of Charge II. See id. 


The United States does not request any witnesses be produced for this response. The 
United States requests that the Court consider the Charge Sheet, testimony, and the Appellate 
Exhibits (hereinafter "AE") cited herein. 
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LEGAL AUTHORITY AND ARGUMENT 


§ 641 reaches information as charged. The Defense had substantial notice as detailed 
herein and as explicitly acknowledged by the Defense prior to the start of the trial. Therefore, 
the Defense has not been prejudiced, and the Defense's request for reconsideration or a mistrial 
should be denied. 

I. DEFENSE ACKNOWLEDGED USE OF INFORMATION 

The Defense had substantial notice that the United States intended to prove valuation by 
the contents — the information — in the asported records. See Government § 641 Response Part 
IILB (detailing numerous filings describing the expected testimony of Mr. Lewis regarding the 
value of information). The Defense avers that it would have conducted its case differently had it 
known information would be at issue. The United States has informed the Defense not only of 
the use of information in the charged property, but also of the use of contextual information 
outside the charged property. See AE DXLIV. The United States stated: 

Similarly, valuation evidence also requires specialized knowledge 
appropriate for expert testimony. The United States will 
demonstrate valuation by presenting evidence of the information's 
value in a thieves' market. This opinion is based on unique, 
specialized knowledge and experience of an intelligence 
professional and is unknown to the average fact finder. The 
thieves' market requires demonstration of what types of 
information are valuable to foreign adversaries. The evidence is 
further strengthened by an explanation of why the information is 
valuable. Moreover, any type of evidence supporting valuation 
necessarily requires discussion of content and context. The 
thieves' market involves the motives and resources of foreign 
adversaries. Furthermore, the United States will present evidence 
about the systems required to create, maintain, and protect the 
information. This teclvnical and financial information is also 
beyond the ken of an average fact finder. Thus, an expert is 
appropriate for presentation of valuation evidence and discussion 
of its context. 

AE DXLIV. In response, the Defense acknowledged the appropriateness of the use of 
information, stating: 

The Defense acknowledges that Government witnesses are 
permitted to testify as to alleged value of the information and to 
any alleged "thieves market" for the information. Since value is 
based upon face, par, or market value, these witnesses should be 
permitted to state how this information is valued. Establishing the 
alleged value (face, par, or market) of the charged information 
does not require the witness to testify about any information 
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beyond the four corners of the document. The "context" to the 
information within the charged document and how that information 
could or could not impact on other information is simply not 
relevant. The charged information has value, if at all, based upon 
its content and not based upon contextual information surrounding 
the document, 


AE DXLVII (footnote omitted). Based on the arguments, the Court ruled that limited contextual 
information outside the charged property would be admissible. See AE DXLIX. Thus, 
information contained in the charged property is also properly admissible. See AE DCXIII. 

Furthermore, the Defense argues that Mr. Lewis's testimony is prejudicial despite the 
filings described in Part III.B of the Government § 641 Response. Notwithstanding these filings 
and the Court stating it would permit the Defense to re-open its case to locate a valuation expert, 
the Defense did not request a Defense expert in counterintelligence. Moreover, the Defense also 
did not request to brief the issue of Mr. Lewis's expertise. Instead, the Defense cross-examined 
Mr. Lewis and fully litigated Mr. Lewis's expertise during the trial. The Defense raises no law 
in support of its position regarding Mr. Lewis, In lieu of precedent, the Defense attacks Mr, 
Lewis's credibility with an unsworn letter that has not been admitted into evidence. The Defense 
proffers this unsworn letter that discusses an issue about which Mr. Lewis was subject to cross- 
examination, see Testimony of Mr. Lewis, after Mr, Lewis's testimony and not at trial. Li 
response to cross-examination by the Defense, Mr. Lewis distinguished between valuing a 
random document and valuing classified information; Mr. Lewis testified he could value 
classified information and accordingly offered an opinion on the value of the compromised 
information. See id. 

II. UNITED STATES CHARGED DATABASES CONTAINING RECORDS 

The Defense asserts that it "did not know that either 'databases' or 'records' included 
information until 24 July 2013, after the close of evidence." Defense Reconsideration Motion at 
1 . This assertion repeats the same argument presented by the Defense in the Defense Motion for 
Directed Verdict: Charge II, Specifications 4, 6, 8, 12 (hereinafter "Defense § 641 Motion"). 
See i e.g., Defense § 641 Motion ^ 5. The United States briefed these issues in the Government 
Response to Defense Motion for Directed Verdict: Charge II, Specifications 4, 6, 8, 12, and 1 6 
(hereinafter "Government § 641 Response") and the Government Brief on 1 8 U.S.C. § 641 and 
Intangible Property, to include Information. See AEDXCLXXXVI; AE DCVI. 

Contrary to Defense arguments, the United States need not specifically allege information 
in the Charge Sheet. See United SMes v. Fowler, 932 F.2d 306, 309-10 (4th Cir. 1991). In 
Fowler, the Fourth Circuit upheld the defendant's conviction under § 641 for converting 
information where the defendant was charged with converting and conveying documents. See id. 
The Fourth Circuit noted that the accused "was not charged with conveying abstract information. 
He was charged with conveying and converting documents, which, although copies, were things 
of value and tangible property of the United States." Id. (deciding that § 641 applied to 
information). Similarly, the Third Circuit found merit to the argument that § 641 encompassed 
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information where the United States "charged that the defendants . . , converted to their own use 
'records of the United States; that is, photocopies of official files of the Federal Bureau of 
Investigation, of a value in excess of $100.00/" United States v. DiGilio, 538 F.2d 972, 975-78 
(3d Cir, 1 976). Thus, the Third Circuit found information to be an inherent component of a 
record that need not be specifically charged where the accused had notice that he was charged 
with converting records. See id. ; AE DCXIII. 

Furthermore, courts use the terms "record" and "information" interchangeably. See 
United States v. Jordan, 582. F.3d 1239, 1246-47 (1 1th Cir. 2009). In Jordan, an accused was 
charged with conveying a "thing of value of the United States, that is, information contained in 
the NCIC records." Id. at 1246. The Eleventh Circuit used "record" and "information" 
interchangeably, and interpreted the § 641 charge as requiring the prosecution to prove that the 
defendant "knowingly and without authority conveyed a thing of value, a criminal record 
obtained from the NCIC, to [co-defendant], and that [co-defendant] knowingly received and 
retained it." See id. at 1247; id, at 1244 ( "Count Two charged [defendant] with conveying the 
NCIC records to [co-defendant] ... in violation of § 641."). A record inherently contains 
information. See AE DCXIII. Therefore, the United States was not required to charge 
"information" specifically where it charged a collection of records. See Charge Sheet. 

The precedent cited by the Defense is inapplicable to this case. United States v. Veloria, 
201 1 WL 1330779 at *4 (A. Ct. Crim. App. 201 1), holds that substituting one owner of the 
property for another is a major amendment. Similarly, United States v. Marshall, 61 M.J. 418, 
420-21 (C.A. A.F. 2009) holds that substituting the identity of the accused's custodian as charged 
constituted a material and, therefore, fatal variance. Here, the amendment approved by the 
Court, see AE DCXIII, does not substitute one property for another; rather, it reduces the scope 
of the charged property. See Government § 641 Response Part II.C. The database source of the 
charged records or the source of the stolen email accounts in the United States Forces-Iraq 
Global Address list has not been substituted. The sources remain the same. The amendments are 
minor and therefore permissible. See id.', AE DCXIII. 

III. VALUATION OF INFORMATION DOES NOT PREJUDICE DEFENSE 

In accordance with the Court's ruling, see AE DCXIII, the United States relies on two 
forms of evidence of valuation. First, the United States relies on the expert opinion of Mr. 
Lewis. Second, the United States relies on evidence of the personnel costs required to create the 
records. The value of services used to create property is proper evidence of the property's value, 
See United States v. May, 625. F.2d 186, 192 (8th Cir. 1980) (holding that cost of pilot salaries 
was part of the value of converted flight time). Moreover, computer files have been valued by 
calculating the wages paid to create the files. United States, v. Walter, 43 M.J. 879, 885 (N-M. 
Ct, Crim. App, 1 996) ("The valuation method employed — the personnel or labor cost of 
producing or reproducing the files, was reasonable and conservative under the circumstances."). 

Here, the United States presented evidence of the time required to create detainee 
assessment briefs and email accounts in the United States Forces-Iraq Global Address list. The 
evidence provides conservative estimates based on the most junior Soldiers and is therefore 
appropriate under Walter. See Walter, supra. Moreover, the valuation submitted by the United 
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States is based on the cost of creating the individual email account of detainee assessment briefs. 
Decreasing the number of email accounts does not affect the cost per account. Therefore, the 
minor amendment to Specification 16 of Charge II does not affect this evidence. The smaller 
number does not prejudice the accused because lie is not subject to increased punishment, nor 
has the charged property changed outside a reduction in scope. 

The Defense suffered no prejudice with evidence that documents are valued by their 
contents. See Government § 641 Response Part III. "Where documents constitute the property 
'obtained or used/ as that phrase has been defined, the 'ideas' contained in the documents, rather 
than the paper on which the ideas are written, establish the value of the stolen property " Dfgitio, 
538 F.2d at 977 n,9. To hold that records cannot be valued by their contents and intrinsic 
qualities "would do violence to the purpose statute." See id, at 979 (finding that payments made 
constituted proper evidence of value on a thieves market) (quoting United States v, Lester, 282 
F,2d 750, 755 (3d Cir. I960)). Indeed, "there must be some flexibility with respect to methods 
of proof of value." Id. (comparing market valuation under § 641 to valuation under 18 U.S.C. § 
2313). 

The Defense began its case by proffering that the accused selected specific types of 
records based on the information therein. The Defense proffered that: 1) significant activity 
reports from the Combined Information Database Network Exchanges Iraq and Afghanistan did 
not discuss future missions, 2) cables from the Net-Centric Diplomacy database did not contain 
intelligence sources, 3) detainee assessment briefs did not have intelligence sources listed by 
name, and 4) the accused selected the information to make the world a better place. 

The United States briefed the Defense more than 18 months in advance of trial about the 
evidence and theory of this case. See AE CCLXIV Enclosures 4-5. The Defense was briefed 
about the digital forensic evidence the United States intended to use at trial. The Defense 
argument that it would have conducted its case differently, see Defense Reconsideration Motion 
U 23, lacks merit. The Defense Reconsideration Motion demurs to its tactical decisions after-the- 
fact. Ultimately, the Defense admits it considered objecting to evidence but chose to waive these 
objections. See Government § 641 Response Part I.C. The Defense's current objections set forth 
in the Defense Reconsideration Motion are not timely and should be precluded accordingly. 

IV. MISTRIAL INAPPROPRIATE 

RCM 915(a) vests military judges with the discretion to declare a mistrial when 
"manifestly necessary in the interest of justice because of circumstances arising during the 
proceedings which cast substantial doubt upon the fairness of the proceedings." RCM 915(a). 
"However, the discussion to the rule advises caution, noting that mistrials are to be used 'under 
urgent circumstances, and for plain and obvious reasons.'" United States v. Ashby, 68 M.J. 1 08, 
122 (C.A.A.F. 2009) (citing RCM 915, discussion). In the instant matter, the Defense had ample 
notice of the use of information and the United States' prosecutorial theory. Accordingly, the 
circumstances do not cast doubt upon the fairness of the proceedings. The circumstances do not 
wan-ant a mistrial. See AE DCXIII. 
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CONCLUSION 


§ 641 reaches information as charged. The Defense had substantial notice as detailed 
herein and as explicitly acknowledged by the Defense prior to the start of the trial. Therefore, 
the Defense has not been prejudiced, and the Defense's request for reconsideration or a mistrial 
should be denied. 

ALEXANDER S. VON BLTEN 
CPT, JA 

Assistant Trial Counsel 


I certify that I served or caused to be served a true copy of the above on Mr. David 
Coombs, Civilian Defense Counsel via electronic mail, on 26 July 2013 , 

ALEXANDER S. VON ELTEN 
CPT, JA 

Assistant Trial Counsel 
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